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Resource Key Focus Areas
· Opportunities for Candidates to Acquire, Practice and Demonstrate Skills
· Training of Program Supervisors and Supervising Practitioners
· Productive Partnerships with Districts and Educator Preparation Programs
· Field-based Experiences
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[bookmark: _heading=h.ei596ba87ump]Resource Description and Timing for Use
This resource is a template for a confidentiality agreement between a school district and the teacher candidates in an educator preparation program’s pre-practicum and practicum course.  It outlines the legal and professional standards for ensuring confidentiality of student records and practices for maintaining privacy and professionalism. This tool can be used in the pre-practicum and practicum semesters.
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Resource Alignment and Context 
Proficiency Level: Practice and Demonstrate
Alignment to Early Literacy Program Approval Criteria: 
· INS.A.5.
· FBE.A., FBE.B., FBE.C.
· PAR.A.2.
Alignment to Mass Literacy: 
· Students Experiencing Reading Difficulties
· Leading a Multi-tiered System of Support
· Tiered Instruction within the MTSS Model
· Data-Based Decision Making

Contributor: Public School District in Massachusetts
Date Posted: December 2025
	



Note: This resource was submitted for inclusion in the Evidence-Based Early Literacy Professional Learning Resource Hub. It is intended to serve as a reference and source of guidance for Educator Preparation Programs as they implement the Early Literacy Program Approval Criteria. While it reflects one approach, users should adapt its content to fit the specific context and needs of their own institutions.
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Confidentiality Training for Educators: Understanding Student Privacy Requirements

1.  Overview
Educators have a legal and ethical responsibility to protect the privacy and confidentiality of student records. This training provides an overview of key federal and Massachusetts state laws that govern student data privacy, including the Family Educational Rights and Privacy Act (FERPA) and Massachusetts laws and regulations, namely M.G.L. c. 71, § 34H and 603 CMR 23.00.
 
2. Family Educational Rights and Privacy Act (FERPA)
FERPA is a federal law that protects the privacy of student education records. Key provisions include:

· Rights for Parents and Eligible Students:
· Disclosure Without Consent: Schools may disclose records without consent to:
· Directory Information: Schools may disclose directory information (e.g., name, address, phone number) unless parents opt out. Please be sure to communicate with school administrators to confirm whether a parent has opted out before sharing this information.
 
3. Massachusetts Law: M.G.L. c. 71, § 34H
This state law supplements FERPA by providing additional protections and procedures around the disclosure of student record information to third parties, including law enforcement and court officials.
· Notice and Opportunity to Object: When a non-educational entity (e.g., police, probation) seeks access to student records, schools must notify the student and/or parent and provide a 10-day window to object before releasing records, unless there's a court order. MOUs with the School Resource Officer provide additional details on what may and what may not be shared.
· Subpoenas and Court Orders: Schools must comply with legal processes but must also ensure they follow notification procedures and only disclose what is required. If presented with such an order, consult your building principal.

4.  Student Records Regulations: 603 CMR 23.00
Massachusetts student records regulations further clarify how schools must manage student information: 
· Definition of Student Record
· Temporary vs. Permanent Records
· Access Rights
· Confidentiality Obligations
5.  Educator Responsibilities
As an educator, you are required to:
· Understand and follow both federal and state privacy laws.
· Limit access to student information to those who have a clear, job-related need.
· Never share student information (even casually or verbally) without proper authorization.
· Report any suspected breaches of privacy to the appropriate school administrator immediately.
· Participate in annual FERPA and confidentiality trainings as required by your district.
 
6.  Best Practices
· Lock paper files when not in use and secure digital records with strong passwords.
· Use secure channels (e.g., encrypted email, approved platforms) for discussing student data. The district’s email is secure, but always be careful of who is receiving the information.
· Don’t discuss student details in public or semi-public spaces (e.g., hallways, staff break rooms).
· Ask when unsure: If you’re not certain whether information can be shared, consult with the building principal.
 
Additional Confidentiality Considerations - Confidentiality Agreement
Licensed physicians, nurses, social workers and psychologists (according to M.G.L. c. 111 s. 70F as well as c.112, s.135A and s.129A) have a duty to protect medical and personal information of students. Medical, psychiatric, or similar records “which are created, maintained, or used only in connection with the provision of treatment to the student should not be available to anyone other than those providing treatment.” Therefore, files containing medical information need to be in locked file cabinets out of the reach of staff members and should not be shared casually. There should be a sign in sheet to account for anyone who accesses a particular Student’s information. Any support staff who types documents or inputs computer data concerning student health or personal information, must also respect confidentiality of information.
 
Any staff in the Special Education department must also adhere to strict confidentiality of student information. Any sharing of information beyond what is needed to meet the student’s medical and educational needs violates the student’s privacy and is unlawful, according to regulation 603 C.M.R. 23.00 from the Department of Education.
 
Teachers: educational cumulative folders located in the main office should provide enough personal information about a student to provide a “safe” instructional environment without compromising student privacy. Access to medical records is not an appropriate way to obtain student information. Licensed personnel will release the information necessary to keep a student safe and stable. When a student has a medical condition such as a seizure disorder for example, sharing seizure treatment information is necessary but not the student’s psychiatric history. Staff do not have the right to know the latter. Specifics on care can and should be provided separately to a teacher(s) without telling the staff additional unrelated medical/personal information or allowing them to read such in the medical file.
 
Violation of our district policy could include consequences of dismissal and/or personal liability.
 
CONFIDENTIALITY AGREEMENT Acknowledgement
Acknowledgement of District Confidentiality & Disclosure Policy: By entering my initials, I am certifying that I have read and fully understand my professional responsibility regarding disclosure and confidentiality of student health and personal information. I will be very diligent in protecting student privacy in accordance with FERPA, M.G.L., c. 111, s. 70F as well as c. 112, s.135A, and s. 129A and D.O.E. regulation 603 C.M.R. 23.00. I realize that failure to adhere to our district policy could include consequences of dismissal and/or personal liability. 
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